How to Setup Ant Media Server Clustering on
Azure

Updated on 24 Feb 2022 - 5 Minutes to read

In this guide, | will explain how to setup Ant Media Server Clustering on Azure. When your
load is high, one server instance is not enough for you and you can handle that load with a

clustering solution.

For streaming applications, you will need a clustering solution when you have high
numbers of publishers and viewers. Especially when you require ultra-low latency and
adaptive bitrate because they need more processing power. Ultra-low latency is achieved
by WebRTC and it is a CPU intensive protocol. Adaptive bitrating is downgrading video
quality in bad networks if needed. It is also CPU intensive because there is video
conversion. Luckily, Ant Media Server Enterprise Edition supports clustering, so that you

can handle the high load in your streaming applications.
Requirements:

To set up media server, Having an Azure account and a ready AntMedia Server Image are

needed.

The architecture of the cluster setup could be found here. Introduction to clustering with

AntMedia Server could be found here.

Step 1: Create a Resource Group

Each resource created must be in the same resource group. For this, we will first create a

resource group. Named antmedia-cluster
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Step 2: Create a Virtual Network

We need to create a virtual network named antmedia-cluster-virtual-network, and then we

will add gateway-subnet, origin-subnet and edge-subnet

Click Create a Resource in the portal which is on the upper left. Enter Virtual network in
the Search the Marketplace box at the top of the New pane that appears. Click Virtual

network when it appears in the search results.
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Select the resource group that we created before, enter antmedia-cluster-virtual-

network in the name field and click on the "Next: IP Address" button.
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Click on the Add subnet button and create the antmedia-origin-subnet, antmedia-edge-

subnet and antmedia-gw-subnet as shown in the figure below.
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The process is completed by clicking on the "Create" button.
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Step 3: Create a MongoDB Virtual Machine

Click Virtual Machines on the left bar and then click "+Add"
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Enter the following values and click "Next: Disks"

ActionScript Copy

Resource group "antmedia-cluster"
Image "Ubuntu 18.04 LTS"
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Add the following lines to the "Custom data" area and click the "Review + Create" button

to create a MongoDB instance.

ActionScript Copy

#!/bin/bash

wget -qO0 - https://www.mongodb.org/static/pgp/server-5.0.asc | sudo apt-key add
echo "deb [ arch=amd64,armé64 ] https://repo.mongodb.org/apt/ubuntu focal/mongodb
sudo apt-get update

sudo apt-get install -y mongodb-org

sed -1 's/bindIp:.*/bindIp: ©.0.0.0/g" /etc/mongod.conf

systemctl restart mongod
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Step 4: Create Application Gateway

Click Create a Resource in the portal which is on the upper left. Enter Application Gateway
in the Search the Marketplace box at the top of the New pane that appears. Click the

"Application Gateway" when it appears in the search results.
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Enter the Resource Group, Application Gateway Name, Region, and Virtual Network
settings as follows and click "Next: Frontends"
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Application gateway name * | antmecia-application-gateway -]
K3 Virtual machines
© Coad Euiancars Region | Germany west central v |
= Storage accounts Tier © | standard v2 v
43 Virtual networks
rualnetworks Enable autoscaling ® ves O no
% Azure Active Directory
5 Minimurm scale units * @ 0
) Monitor | ‘
& Advisor Maximum scale units [0 |
© Security Center o o _
®
8 Help + suppart
HTTP2 © ® Dpisabled O Enabled
. Cost Management + Billing
Configure virtual network
Virtual network * © | antmedia-cluster-virtual-network <
Create new
Subnet* @ | antmedia-gw-subnet (100.0.0/24) M

Manage subnet configuration

Previol

Click on the "Add new" button and enter the public IP name then click "Next: Backends"

Gl e e e o )

«

Home > New > Application Gateway >

Create a resource

A Home

Edl Dashboard

Create application gateway

~/Basics ‘2 Frontends  ? facker 4. Configuratior 5 Tags &R reate
= Al services

& FAVORITES Traffic enters the application gateway via its frontend IP address(es). An application gateway can use a public IP address,
private IP address, or one of each type.

All resources

e Frontend [P address type @ @ public O private O Both

@ App services Public IP address * | choose public IP address ~

“4 Function App

& SQL databases Add a public IP

© Azure Cosmos DB Name* ap)

K3 Virtual machines

4% Load balancers

== Storage accounts

4 Virtual networks Sibitai =
® Azure Active Directory

) Monitor P

BEl o

& Advisor

O Security Center

& Help + support

" Cost Management + Billing

Previous || Next: Backends >

Click on "Add a backend pool", create pools for both origin and edge as shown in the
screenshot, and click "Next: Configuration".



et Y

Click on "Add a routing rule" in the

“ Home > New > Application Gateway >
Create H &

IR Create application gateway
A& Home
Edl Dashboard
- “Basics “Frontends 2 Backends ¢ Corfiguraton 5T
= All services
% FAVORITES A backend pool is a collection of resources to which your application gateway can send traffic. A backend pool can contain

virtual machines, virtual machine scale sets, app services, IP addresses, or fully qualified domain names (FQDN).

Il resources

[ ‘Add a backend pool
Backend pool Targets
& App Senvices
Edge O targets
> Function App
& SQL databases
© Azure Cosmos DB
3 Virtual machines
€% Load balancers
= Storage accounts
3 Virtual networks
® Azure Active Directory
() Monitor
& Advisor
@ Security Center
2 Help + support
€ Cost Management + Billing
Previous || Next: Configuration >

window that appears.

Add a backend pool. X

A backend pool is a collection of resources to which your application gateway can send traffic
A backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain
names, or an App Service.

Name * LLorigin| -]

Add backend pool without
targets

Cancel

2 S iy o (O

€ Home > New > Application Gateway >

Create a resource

A Home

4] Dashboard

Create application gateway

~/ Basics  V/Frontends v Backends  # Configuration

All services

*  FAVORITES

B8 All resources

1 R s =

@ App Services Frontends

“#> Function App + Add a frontend IP

& 50L databases

Public: (new) app-gw-ip
€ Azure Cosmos DB

K3 virtual machines

€% Load balancers

= Storage accounts

“ Virtual networks

® Azure Active Directory

() Monitor

@ Advisor

) Security Center

2 Help + support

. Cost Management + Billing

| Previous Next : Tags >

+

Routing rules

+

Create routing rules that link your frontend(s) and backend(s). You can also add more backend pools, add a second frontend IP configuration if you haven't already, or edit previous configurations.

Backend pools
+ Add a backend pool
Edge IOES

Origin i

Enter the following values for Edge sides then click "Add" button.



Add a routing rule

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must contain a
listener and at least one backend target.

Rule name * I edge5060

“Listener |*Backend targets

A listener "listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met, the application
gateway will apply this routing rule,

Listener name * (1) I http5080 I
Frontend IP * (& I Public bl I
Protocol (& @ HTTP O HTTPS

Part* © | 5080 7]

Additional settings

Listener type @ ® pasic O Mutisite

Error page uri O Yes @' MNo

m Cancel

Select the "Edge" pool as the backend target and click "Add new" for HTTP settings.



Add a routing rule X

Configure a routing rule to send fraffic from a given frontend IP address to one or more backend targets. & routing rule must contain a
listener and at least one backend target.

Rule name * edge5080

L]
* Listener Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that define the behavior
of the routing rule.

Target type @ Backend pool O Redirection

|| Edge N ‘l
Backend target * @ Add new

I ~]
HTTP settings * (0

€ The value must not be empty.

Path-based routing

You can route traffic from this rule's listener to different backend targets based on the URL path of the request. You can also apply a different
set of HTTP settings based on the URL path.

Path based rules
Path Target name HTTP setting name Backend pool

Mo additional targets to display

Add multiple targets to create a path-based rule

Enter the following values. These values will be for both origin and edge.



Add a HTTP setting X

& Discard changes and go back to routing rules

HTTP settings name * I BackendHttpSettings e I
Backend protocol @ HTTF O HTTPS
Backend port * | 5080 |

Additional settings

Cookie-based affinity @ O Disable

Affinity cookie name ‘ ApplicationGatewayAffinity
Connection draining @ O Enable @ Disable
Request time-out {seconds) * (0 ‘ 20

Override backend path & ‘

Host name

By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header unaltered to the
backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI extension to resolve to the correct
endpaint. Change these settings to overwrite the incoming HTTP host header.

Owerride with new host name L Yes

Pick host name from backend target

werride with specific domain name

e.g. contoso.com

Create custom probes ( Yes Mo \,'I

[FERN  Cancel

If your settings are as follows, Edge configuration is finished.



Add a routing rule X

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must contain a
listener and at least one backend target

Rule name * edge5080 v I

*Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that define the behavior
of the routing rule.

Target type @ Backend pool O Redirection

I Edge v I
Backend target * @ Add new

I EdgeBackendSetiings R I
HTTP settings * & Add new

Path-based routing

You can route traffic from this rule's listener to different backend targets based on the URL path of the request. You can also apply a different
set of HTTP settings based on the URL path.

Path based rules
Path Target name HTTP setting name Backend pool

Mo additional targets to display

Add multiple targets to create a path-based rule

]

Click on "Add a routing rule" again and set the HTTP settings for Origin. Make the

settings as below and click "Backend target".



Add a routing rule X

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must contain a
listener and at least one backend target.

Rule name * origing0 v I

*Listener " Backend targets

A listener "listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met, the application
gateway will apply this routing rule.

hittpB0 v
Listener name* (@ I P I

Frontend P* (@ I Public = I

Protocol (@ O HTTPS

4 80
Port* @ | |
Additional settings

Listener type @ ® Basic O Mutti site

Error page url O Yes (&) No

CECRN  Cancel |

Select the Origin pool as the backend target and select the "BackendHttpSettings" that we

created before as HTTP settings.



Add a routing rule X

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must contain a
listener and at least one backend target,

Rule name * I origind0 o I

“Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that define the behavior
of the routing rule.

Target type @ Backend poaol O Redirection

| Origin A5 I
Backend target * (D Add new

I BackendHttpSettings s ||
HTTP settings * & Add new

Path-based routing

You can route traffic from this rule's listener to different backend targets based on the URL path of the request. You can also apply a different
set of HTTP settings based on the URL path.

Path based rules
Path Target name HTTP setting name Backend pool

Mo additional targets to display

Add multiple targets to create a path-based rule

m Cancel

Now it's time to forward HTTPS requests to Origin. For this, make the settings as follows.

You can use this link (https://antmedia.io/ssl-for-azure-app-gateway-for-scaling-azure-ant-

media/) for a certificate.



Add a routing rule X

Configure a routing rule to send fraffic from a given frontend IP address to one or more backend targets. & routing rule must contain a
listener and at least one backend target.

Rule name * I origind43 l

*Listener *Backend targets

A listener "listens” on a specified port and IP address for traffic that uses a specified protocal. If the listener criteria are met, the application
gateway will apply this routing rule.

Listener name * (I I httpd43 l

Frontend IP* (D I fhibiia ~ l

Protocol (@ O HTTP

Port* @ EE 7]
Https Settings

Choose a certificate |® Upload a certificatel O Choose a certificate from Key Vault

PFX certificate file * (D | “cluster.antmedia.io. pfx” |
Cert name * | origin o I
Password * | l
Additional settings

Listener type (& @ Basic O Multi site

Error page url O Yes @ No

m Cancel

Select "BackendHttpSetting" as HTTP Settings and Select "Origin" as Backend target.



Add a routing rule X

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. & routing rule must contain a
listener and at least one backend target.

Rule name * I origind43 o I

*Listener * Backend targets

Choose a backend pool to which this routing rule will send traffic. You will alse need to specify a set of HTTP settings that define the behavior
of the routing rule.

Target type @ Backend pool O Redirection

| Origin W I
Backend target* (o Add new

I BackendHttpSettings o I
HTTP settings * (O Add new

Path-based routing

You can route traffic from this rule's listener to different backend targets based on the URL path of the request. You can also apply a different
set of HTTP settings based on the URL path.

Path based rules
Path Target name HTTP setting name Backend pool

Mo additional targets to display

Add multiple targets to create a path-based rule

N

Likewise, configure port 5443 for Edge as follows.



Add a routing rule X

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must contain a
listener and at least one backend target.

Rule name * edge5443 v I

*Listener *Backend targets

A listener "listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met, the application
gateway will apply this routing rule.

Listener name* (@ | hittp5443 |

Frontend IP* (D) I Public ¥ I

Protocol (D O HTTP

Port* @ [ 5443 4
Https Settings

Choose a certificate |@ Upload a cer‘tificatel O Choose a certificate from Key Vault

PFX certificate file * @ | “cluster antmedia.io.pfx” =]
Cert name * I edge I
Password * I ssiass I
Additional settings

Listener type (@ @ Basic O Multi site

Error page url O Yes @ Mo

CCCRI  Cancel

Select "BackendHttpSetting" as HTTP Settings and Select "Edge" as Backend target.



Add a routing rule X

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must contain a
listener and at least one backend target.

Rule name * I edge5443

“Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that define the behavior
of the routing rule.

Target type @ Backend pool O Redirection

| Edge N I
Backend target * @ Add new

I BackendHitpSetiings R4 I
HTTP settings * (& Add new

Path-based routing

You can route traffic from this rule's listener to different backend targets based on the URL path of the request. You can also apply a different
set of HTTP settings based on the URL path.

Path based rules
Path Target name HTTP setting name Backend pool

Mo additional targets to display

Add multiple targets to create a path-based rule

o SEEN

Application-gateway settings will look like the following. If everything is ok, click "Next:
Tags"
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|~ Create a resource
A Home

E] Dashboard

= All services

% FAVORITES

EIE Al resources

(4] Resource groups
® App Services

“> Function App

& SQL databases

«

P Search resources, services, and docs (G+/)

Home > New > Application Gateway >

Create application gateway

v/ Basics V/Frontends v/ Backends ' Configuration

Create routing rules that link your frontend(s) and backend(s). You can also add more backend paols, add a second frontend IP configuration if you haven't already, or edit previous configurations.

Frontends

+ Add a frontend IP

L5

Routing rules

+ Add a routing rule

Backend pools

+ Add a backend pooi

Public: (new) app-gw-ip edge5080 Edge T -
T Azure Cosmos DB =
origing0 Origin -
K virtual machines
edge5443
<% Load balancers
origind43

= Storage accounts Manage HTTP settings
> Virtual networks
B Azure Active Directory
%) Monitor
@ Advisor
© Security Center
2 Help + support

@ CostManagement + Billing

Previous

The process is completed by clicking on the "Create" button.

R YY)

«

Home > New > Application Gateway >

- Create a resource

A Home

4l Dashboard

Create application gateway

@ validation passed

= All services

g HEE Basics / Frontends v/ Backends  ~ Configuration v/ Tags & Review + create

& All resources

[4] Resource groups Basics
@ App Services Subscription Kullandikca Ode
5 Funcion App Resource group antmedia-cluster
_ Name antmedia-application-gateway
Wisatatataes Region Germany West Central
% Azure Cosmos DB Tier Standard v2
W . Enable autoscaling Enabled
Minimum scale units 0
& Load balancers Maximum scale units 10
= Storage accounts Availability zone None
3 Virtual networks S Pidibied
- Virtual network antmedia-cluster-virtual-network
b Azure Active Directory Subnet antmedia-gw-subnet (10.0.0.0/24)
) Monitor Subnet address space 10.0.00/24
@ Advisor
Frontends
© Security Center
. Public IP address name app-gw-ip
i Help + support
i Ll Sku Standard
@ Cost Management + Biling Assignment Static
Tags
None

Create Previous || Next | Download a template for automation

Step 4: Create Edge/Origin Scale Sets

We need to setup scale sets. Click Create a Resource in the portal which is on the upper
left. Enter "Virtual Machine Scale Set" in the Search the Marketplace box at the top of
the New pane that appears. Click "Virtual Machine Scale Set" when it appears in the

search results.
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«

Home >
Create a resource
New
A Home
£ Dashboard
|2 Virtual Machine Scale Set
= All services
Virtual machine scale set
% FAVORITES
All resources H Windows Server 2016 Datacenter
Quickstarts + tutorials
%) R
9} esaiateigraun: Recently created
B App Services Al + Machine Learning E Ubuntu Server 1804 LTS
o> Learn more
Function App Analytics
& SOL databases Blockchaini Vil g
“© Azure Cosmos DB Computs @ Quickstarts + tutorials
K3 virtual machines c
i
ontainers SQL Database
<% Load balancers Databases a Quickstarts + tutorials
& Storage accounts Developer Taols
Function App
£y
Virual networs Devops &> [a——
B Azure Active Directory Identity
B o Intearat Azure Cosmos DB
B ntegration
i % Quickstarts + tutorials
& Advisor Internet of Things
O sidiiv ceritr IT & Management Tools Kubernetes Service
Quickstarts + tutorials
& Help + support Media
(. Cost Management + Billing Migration DevOps Starter

uickstarts + tutorials
Mixed Reality o

Monitoring & Diagnostics Siiige sccont
Networking E Quickstarts + tutorials
Security

Show recently created items
Software as a Service (SaaS)
Storage

Web

Proceed by clicking "Create" button

B Search resources, services, and docs (G-+/)

«

Home > New >

Create a resource Virtual machine scale set =
ﬁ Home Microsoft

B4l Dashboard
Virtual machine scale set < savfor laer

All services
I Microsoft
J  FAVORITES
All resources

[14) Resource groups

ey Overview Plans  Usage Information + Support

> Function
hep Azure virtual machine scale sets let you create and manage a group of identical, load balanced VMs. The number of VM instances can automatically increase or decrease in

SQL databases response to demand or a defined schedule. Scale sets provide high availability to your applications, and allow you to centrally manage, configure, and update a large number

of VMs. With virtual machine scale sets, you can build large-scale services for areas such as compute, big data, and container workloads. (Portal VMSS version 7.1.7)
Azure Cosmos DB

-]

-4
Easy to create and manage multiple VMs

3 Virtual machines Provides high availability and application resiliency

& Allows your application to automatically scale as resource demand changes
Works at large-scale

Load balancers

Storage accounts .
More offers from Microsoft

~

+> Virtual networks

% Azure Active Directory o g
) Monitor :

Azure Stream Analytics on Shared Image Gallery Service endpoint policy Free account virtual machine
@ Advisor letkdge Microsoft Microsaft Microsoft
@ Security Center Microsoft Shared Image Gallery is a service Service endpoint policies provide Azure free account users get up to
- Deploy near-real-time analytical that helps you build structure and granular access control to specific 1500 free virtual machine hours each
i Help + support intelligence to IoT Edge devices oroanization around vour custom service resources over the direct month.
(. Cost Management + Billing

<@ v} v @

First, we will create the Origin Scale Set. Select the Resource Group, enter Virtual
Machine scale set name, choose Region settings as follows. Then click on "Browse all

public and private images"
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€ Home > Virtual machines >

1~ Create a resource

A Home

4]l Dashboard

Create a virtual machine

= . Subscription * @ | Kullandikca Gde v
= All senvices i
% FavoRES — Resource group * @ [ antmedia-cluster |
. Create new
38 Al resources
[14] Resource groups Instance details
@ App Services Virtual machine name * @ [ antmedia-cluster-origin -]
& Funch

Function App Region* @ [ (europe) Germany West Central |
& SQL databases

Availability optians @ [ No infrastructure redundancy required v

% Agure Cosmes DB
B Virtual machines Image * @ | Ant Media Server Enterprise 2.2.1 - Gent v

[Browse all public and private images |

€ Load balancers

) =

= Azure Spot instance © O Yes ® Na

= Storage accounts

£ Virtual networks Sze* @ [ Standard_Fds_v2 - 4 vepus, & GIB memory (TRY 3,332.30/month) ~
Select s

% Azure Active Directory electsiee

@ -

&) Monitor Administrator account

@ Advisor Authentication type @ ® ssH publickey O Password

Q) Security Center
@ Azure now automatically generates an SSH key pair for you and allows you to
store itfor future se. Itis a fast, simple, and secure way to connect to your

B
4a Help # support virtual machine.

&' Cost Management + Billing

Username * @ azureuser
SSH public key source Generate new key pair v
Key pair name = antmedia-cluster-origin_key

In the window that appears, search for Ant Media Server and select the "Ant Media

Server Enterprise 2.2.1" version.

Select an image X

Marketplace My ltems

Al + Machine Learning | | O Ant Media Server|
Analytics
Blockchain Ant Me@a Server Enterprise 2.2.1
Pl Ant Media
Compute Ant Media Server Enterprise Edition provides Low Latency WebRTC Streaming, Adaptive, HLS, RTMP, MP4
Containers

- Ant Media Server Community 2.2.0
o0

Databases Pl Ant Media
Ant Media Server Community Edition supports WebRTC, RTMP, HLS and MP4

Developer Tools
Jenkins Automation Server for Windows 2019
Tidal Media Inc
Identity Jenkins is an automation server provides thousands of plugins to support for building and deploying.

DevOps

Integration Jenkins Automation Server for Windows 2016

Tidal Media Inc
Jenkins is an automation server provides thousands of plugins to support for building and deploying.

Internet of Things

IT & Management Toaols
Media

Migration

Mixed Reality

Monitoring & Diagnostics
MNetworking

Security

Software as a Service (Saas)
Storage

Web

Enter the following values and click "Next: Networking"
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«

Home > New > Virtual machine scale set >

Create a resource

A Home

[l Dashboard

Create a virtual machine scale set

Basics Disks Networking  Scaling  Management Health  Advanced Tags  Review + create

All services

% FAVORITES Azure UMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more

All resources

(4] Resource groups Diskoptions

@ Ao Services 05 disk type * © [ premium ssp v

%% Function App Encryption type * [ 1Detautt) Encryption at-rest with a platform-managed key v

5L databases

T Azure Cosmos DB Enable Disk co 0] &

B3 Virtual machines :

<% Load balancers Data disks

= Storage accounts You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

5 Virtual networks

LUN Name Size (GiB) 10PS THRO..  Disktype Host cachi

® Azure Active Directory

p Create and attach a new disk
~) Monitor

&

Advisor

e

Security Center ~ Advanced

-]

Help + support

e

Cost Management + Billing

Review + create | <previeus || Next: ing > |

Select the antmedia-cluster-virtual-network that we created before as Virtual Network in
this screen. Select the origin subnet as Network interface and click “Yes” for Use a load
balancer choice. Select the application gateway that we created before and select Origin

as Backend pool then click the "Next: Scaling"

P e e A o )

«

Home > Virtual machine scale sets >

Create a resource

A& Home

[l Dashboard

Create a virtual machine scale set

Azure Virtual Network (VNet) enables many types of Azure resources to securely communicate with each other, the interet,

o and on-premises networks. Learn more about VNets
= All services

* FAVORITES Virtual network* @ | antmedia-cluster-virtual-network ~ |

Create virtual network

Al resources
Manage selected virtual network

[*) Resource groups

Network interface
@ App Services

A network interface enables an Azure virtual machine to communicate with internet, Azure, and on-premises resources. A VM

> Function App can have one or more network interfaces.
B 5QL databases

Create newnic [0 Delste
T Azure Cosmos DB

[ wame CReATE B suaner NETWORKSECURIT..  ACCELERATED N,
B3 virtual machines

€ Load balancers |D antmedia-cluster-virtu.. ~ No antmedia-edge-subne. . Basic off & |

== Storage accounts
29 Load balancing

P .
Virtual netwerks You can place this virtual machine scale set in the backend pool of an existing Azure load balancing solution. Leam mare

¥ Azure Active Directory

Use a load balancer ® ves O ol
Monitor
@ Advisor Load balancing settings
© Security Center * Application Gateway is an HTTE/HTTPS web traffic load balancer with URL-based routing, SSLtermination, session

persistence, and web application firewall. Learn more about Application Gateway

]
Hel rt
& Relp +suppol ® Azure Load Balancer supports all TCP/UDP network traffic, port-forwarding, and outbound flows. Learn more about

(& Cost Management + Billing Azure Load Balancer
Load balancing options * @ [ Application gateway v
Select an application gateway * © [ antmedia-application-gateway ~ |

| edge ]
Create new

Select a backend pool *

[ <o | [ New:seaing >

Select Custom and set the Cpu threshold to 60%. You can set other settings according to
yourself.
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“ Home > New > Virtual machine scale set >

+ Create a resource

A Home

E4l Dashboard

Create a virtual machine scale set

T your appiicanion. Learm maore anout ¥mss scaing

= Allservices Insmn
% FavoRTES Initial instance count * @ [2
BEE Al resources .
Scaling
) .
8} Rssouee droups Scaling policy @ QO Manual ® custom
@ App Services
i Ferton e Minimum number of VMs * @ [ |
& SQL databases Maximum number of VMs * © [10 |
% Azure Cosmos DB
Scale out
K virtual machines
CPU threshold (%) * @ [ s -]
<% Load balancers
e Duration in minutes * © s |
% Virtual networks Number of VMs to increase by * O [1 |
B Azure Active Directory
Scale in
) Monitor
CPU threshold (%) * @ 25
& Advisor ) ‘ |
© security Center Number of VMs to decrease by * @ | 1 |

& Help + support

Diagnostic logs
€ Cost Management + Billing
Collect diagnostic logs from Autoscale @ Disabled O Enabled

Scale-In policy

Configure the arder in which virtual machines are selected for deletion during a scale-in operation.
Learn more about scale-in policies.

Scale-in policy | Default - Balance across availability zones and fault domains, then delete V.. ~

Review + create | <Previous || Next:Management > |

Continue by clicking directly next to the "Management" and "Health" tabs and add the

following lines to the "Custom data" area in the Advanced section.

ActionScript Copy

#!/bin/bash
sudo sed -i '/org.apache.catalina.valves.RemoteIpValve/d' /usr/local/antmedia/co
cd /usr/local/antmedia/

./change_server_mode.sh cluster 10.0.2.4

10.0.2.4 IP address is the private IP address of the MongoDB instance | have set up

before. Change according to your own MongoDB instance.
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Home > New > Virtual machine scale set >

Create a resource

A Home

Edl| Dashboard

Create a virtual machine scale set

Basics Disks Networking  Scaling  Management Health ~ Advanced Tags Review + create

All services

4 FAVORITES Add additional configuration, agents, scripts or applications via virtual machine extensions or cloud-init

Allocation policy

(4] Resource groups Enable scaling beyond 100 instances @ (® No O Yes
@ App Services
Spreaciing aigorithm () O Maxspreading (8 Fixed spreading (not recommended with zones)
> Function App
1@ SQL databases Exténsions
< Agure Cosmos DB Ext provide post a and
B3 virtual machines ~ W
e O Select an extension to install
€% Load balancers
= Storage accounts Custom data
e . Pass a script, configuration file, o other data into the virtual machine while it is being pravisioned. The data will be saved an

the VM in a known location. Leam more about custom data for VMs &
B Azure Active Directory

© Monit Custom data #1/bin/bash
o cd /usr/local/antmedia/
@ Advisor fchange_server mode.sh cluster 10.0.2.4

© Security Center

& Help + support

(. Cost Management + Billing

@ vourimage must have a code to support consumption of custom data. If your image supports cloud-init, custom-data will be

processed by cloud-init. Learn more about custom data and cloud init (7

Proximity placement group

Proximity placement groups allow you to group Azure resources physically closer together in the same region. Learn more

[rowvions [ o>

Click the "Create" button to create the Scale Set for the Origin.

Gl s L

&

Hame > New > Virtual machine scale set >

Create a resource

A Home

4l Dashboard

Create a virtual machine scale set

@ validation passed

= Allservices

% FAVORITES
Basics Disks  Networking  Scaling a Health  Advanced Tags Review + create

All resources

(4] Resource groups Basics

@ App Services Subscription Kullandikca Ode

<$> Furiction App Resauirce group antmedia-cluster

_ Virtual machine scale set name antmedia-cluster-origin

SQL databs

B S0F ke Region Germany West Central

T Azure Cosmos DB Auailability zone None

B i Image Ant Media Server Enterprise 2.1.0 - Gen
Size Standard DS1v2 (1 vepu, 3.5 Gi memory)

© Load balancers Authentication type SSH public key

= Storage accounts Username azureuser

3 ks Key pair name antmedia-cluster-origin_key
Azure Spot No

% Azure Active Directory

£ Moniree Instance

& Advisor Initial instance count 2

Q) Security Center

B Help + support Dk

" 08 disk Premium SSD

€ Cost Management + Billing G e TEmiu,
Use managed disks Yes
Use ephemeral OS disk No
Networking
Virtual network antmedia-cluster-virtual-network
Network interfaces antmedia-cluster-virtual-network-nic0
Load balancing Yes

Create | < Previous Next Download a template for automation

Edge
Create a new Scale Set again and repeat the above steps. Then edit the Network interface

part as follows. There will be Edge Subnet as the Network Interface and Edge will be

selected for the Application Gateway Backend pool.
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Finally, your scale sets will look like the following.
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Test

If the following pages are responding then your edge / origin redirects are working

correctly.

Edge URL Address https://application-gateway-ip:5443 (https://application-gateway-
ip:5443/)

Origin URL Address: https://application-gateway-ip (https://application-gateway-ip/).
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When you go to the Cluster Menu, you can see the joined nodes as below.
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Test Fly

For publishing please visit the https://your-domain-name/WebRTCAppEE/ and click “Start
Publishing” button. The default stream id is “stream1” For playing please visit the

https://your-domain-name:5443/WebRTCAppEE/player.html and click “Start Playing”
button. The default stream will be played

As you figure out, we connect default https port(443) for publishing and 5443 port for

playing. Because we configure load balancer to forward default port(443) to origin group
and 5443 to edge group.
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